Join EPIC’s fight to STOP THE SURVEILLANCE STATE.
epic.org/stop-the-surveillance-state
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Consumer Privacy

Improper tracking and profiling of internet users is widespread because companies have been
allowed to set their own rules and ignore data protection standards. EPIC seeks to protect users from
data abuses and strengthen privacy standards online.

BACKGROUND

When consumers make a purchase online, browse the internet, or scroll through social media, they expect that companies will
use their information solely for the purposes of the transaction. All too often, companies misuse, sell, or fail to protect consumers’
personal information. EPIC has a particular interest in protecting consumer privacy and has played a leading role in developing

the authority of the Federal Trade Commission to address emerging privacy issues and to safeguard the privacy rights of
consumers. EPIC has also long advocated for a comprehensive U.S. privacy law and a Data Protection Agency.

Areas of Focus Within Consumer Privacy

Get more detail on issues related to Consumer Privacy
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Communications Privacy

Individuals reasonably expect that content and details of their
electronic communications will remain private. Abusive commercial
data practices and government surveillance threaten that privacy.
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Competition and Privacy

Privacy protection and platform competition are closely linked. A lack
of both has enabled a small number of firms to consolidate and
exploit huge volumes of personal data.
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https://epic.org/stop-the-surveillance-state/
https://epic.org/stop-the-surveillance-state/
https://epic.org/issues/consumer-privacy/communications-privacy/
https://epic.org/issues/consumer-privacy/competition-and-privacy/
https://epic.org/

Data Brokers

Regulation is desperately needed to protect individuals from
companies that aggregate and sell personal information at industrial
scale.

o 9

Online Advertising & Tracking

Massive troves of personal data are collected and transferred within
the targeted advertising ecosystem. This ubiquitous tracking of
everything we do online, and the entities that aggregate and
monetize it, poses threats to consumers’ privacy, autonomy, and
security.
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Social Media Privacy

Many social media platforms are built on excessive collection,
algorithmic processing, and commercial exploitation of users’
personal data. That must change.

Data Minimization

Data minimization offers a practical solution to a broken internet
ecosystem by providing clear limits on how companies can collect
and use data.
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Robocalls

Robocalls are more than a minor inconvenience; they are a serious
privacy invasion. EPIC regularly defends the Telephone Consumer
Protection Act, the federal anti-robocall statute.
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Surveillance Pricing

Businesses are increasingly using personal data to set individualized
prices. As a result, people are paying different amounts for the same
exact product, just because businesses are better equipped to infer
who will pay more.

TOP UPDATES

EPIC Commends California Legislature for Regulating Addictive Social Media Design Instead of
Banning Minors' Access »

SEPTEMBER 1, 2026

PRESS RELEASE: EPIC and CFA Publish New Resource: Explaining Surveillance Pricing and Other Data-
Driven Pricing Practices -»

AUGUST 20, 2026

EPIC, Coalition Oppose California Effort to Shield Companies from Liability for Surveiling Individuals >

AUGUST 19, 2026
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https://epic.org/issues/consumer-privacy/online-advertising-and-tracking/
https://epic.org/issues/consumer-privacy/robocalls/
https://epic.org/issues/consumer-privacy/social-media-privacy/
https://epic.org/issues/consumer-privacy/surveillance-pricing/
https://epic.org/?s=&_content-type=updates
https://epic.org/epic-commends-california-legislature-for-regulating-addictive-social-media-design-instead-of-banning-minors-access/
https://epic.org/press-release-epic-and-cfa-publish-new-resource-explaining-surveillance-pricing-and-other-data-driven-pricing-practices-2/
https://epic.org/epic-coalition-oppose-california-effort-to-shield-companies-from-liability-for-surveilling-individuals/

Contact EPIC’s Experts on Consumer Privacy
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John Davisson Sara Geoghegan Caitriona Fitzgerald
DEPUTYDIRECTOR AND DIRECTOR OF EPIC SENIORCOUNSEL AND DIRECTOR DEPUTYDIRECTOR AND POLICY
ENFORCEMENT OF THE CONSUMER PRIVACY DIRECTOR

PROGRAM

Explore EPIC’s Work on Consumer Privacy

Browse amicus briefs, documentation obtained through FOIA litigation, testimony, agency
comments, and archival materials related to EPIC’'s work on consumer privacy.

EXPLORE THE DIGITAL LIBRARY


https://epic.org/people/john-davisson/
https://epic.org/people/sara-geoghegan/
https://epic.org/people/caitriona-fitzgerald/
https://epic.org/?s=&_issues=consumer-privacy
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1519 New Hampshire Avenue NW
Washington, DC 20036
2024831140 | info@epic.org

Sign Up for EPIC Alerts
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EPIC uses EmailOctopus to maintain our mailing list and send

newsletters. View EmailOctopus' privacy policy.
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